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1. Introduction: What is the Internet of Things?

The Internet-enablement of the ordinary 
things of life. 

IoT arose out of:

Widespread and inexpensive network access.
Cheap sensors and computing power.
Location positioning technology.
Inexpensive prototyping.
Mass adoption of smart phones as a platform

for device interfaces.



Iot Applications: Consumer:

Connected 
cars

Smart 
fridges

Smart TVs
Smart 

Umbrellas

Fitness 
devices

Smart 
Jackets

Smart 
Toasters

Smart 
Spoons



Iot Applications: Industrial:

Autonomous 
trucks

Worker 
tracking 
devices

Facial 
recognition 

cameras

Automated 
retail 

checkouts

Employee 
wellness 
trackers

Smart office 
lighting

Drones
Disease mgt. 

systems



What is the scale of IoT?

2020

7 Billion devices

2025

25-75 billion 
devices



EU View



EU: Three Pillars

Thriving IoT Ecosystem

Single market for IoT

A human-centred
approach*

*Recital 4 of the GDPR: ‘The processing of personal data should be designed to serve mankind.’
EU Ethics guidelines for trustworthy AI 2019: ‘AI systems should benefit all human beings, including future 
generations … AI systems should empower human beings.’



EU Legal Context

EU Charter of Fundamental Rights
Article 7: Respect for private and family life: Everyone has the right to respect for his or her
private and family life, home and communications.

GDPR: Recital 4:
This regulation respects all fundamental rights and observes the freedoms and principles
recognised in the Charter as enshrined in the Treaties, in particular the respect for private
and family life, home and communications …

ECHR Article 8: Right to respect for private and family life 
1. Everyone has the right to respect for his private and family life, his home and his 
correspondence.



2. Fundamental Problem: 

Can there be meaningful privacy in
the ‘always on’ culture?

‘Offline’ is no longer off-limits – the
holy grail of the marketing world.

How can you be connected and
alone?

What will ‘alone’ even mean in the
IoT age?



3. Privacy and IoT: Issues and Case Studies



A. Diminishment of Private Spaces



Diminishment of Private Spaces

Gradual boundary erosion.

‘Chilling effect’ when people know they are
under surveillance.

Risk of conformity-type behaviour. Loss of ‘being
natural’.

If we are ‘always on’, how do we ‘switch-off’?

The risk of normalisation: do we become
accustomed to perpetual surveillance and to the
absence of private spaces?



Privacy of Location

Private spaces are an extension 
of privacy of location, “the right 
of an individual to be present in 
a space without being tracked or 

monitored or without anyone 
knowing where he or she is.”*

*Wright and Raab, 2014, p.7



B. Smart Home



What is the Smart Home?
Smart homes are Internet-connected home

automation systems that control lighting,
climate, heating, entertainment systems, and
numerous household appliances, including
home security, such as access control and
alarm systems.

The system typically connects controlled
devices to a central hub or "gateway”, a user
interface for control of the system.

Wall-mounted terminals, tablet or desktop
computers, a mobile phone application, or a
Web interface, that may also be accessible off-
site through the Internet.



Google on Google Nest
We love home.

Home makes you feel safe.
Comfortable.

But what if your home could do 
more?

Like be more helpful. Truly helpful.
What if your home could learn to 

take care
of the people inside it and the 

world around it?



Privacy in the Smart Home
The Smart Home’s advance depends on ever

more sensors and computer processors being
brought into the human environment, including
cameras, microphones, thermal sensors,
motion detectors, facial and biometric analysis,
identification technology, and environmental
sensors.

The home will be overlaid with a sensor fabric.

Risk of sensor fusion.

Will it become the last place in the world 
where you would go for true privacy?



Sanctity of the Home

The inner sanctuary and place of
reserve?

Can you switch off in a connected
world?

What are the psychological impacts of
being connected?

Continual ambient data collection.

The home as a data cage: a marketer’s
dream?

The privacy of visitors?



Case Study: Alexa
Voice-enabled home assistant.

Amazon employees listen to private
conversations to improve the speech
recognition and natural language processing
functions – the A.I.

Up to 1,000 conversations per 9-hour shift.

Data recorded whether the device has been
activated on purpose or not.

Three false alarms per day for the wake word
is considered acceptable in testing.



Alexa, are you listening?

Recording singing in the shower.

Alexa purchasing dollhouses and 4 pounds of 
cookies without authority.

Alexa recorded a conversation between a
couple in Seattle, without permission, and
sent it to a friend.

Amazon employees reported overhearing a 
sexual assault but were told that it was not 
Amazon’s place to intervene.



Case Study: Amazon Echo Spot

A bit more than an old-fashioned
clock radio?

Clock radios do not usually
gather data, but this one does.

A concealed camera, together
with AI processing, monitors
subjects and compiles profiles.

Camouflaged monitoring?



C. IoT Wearables: Emotional and Bodily 
Privacy



IoT Wearables



Emotional and Bodily Privacy
Emotional and bodily privacy: some

connected devices have the ability to sense
the emotional states of individuals through
facial data, sentiment analysis, biometrics,
voice analysis, and other cues.

Technology opens the door to customised
emotional manipulation: tracking and
responding to your emotional cues
immediately.

Emotion detection capitalism.

An offer is just an algorithm away.



The Holy Grail

The future of advertising and
marketing lies in passive and
always-on data collection, and the
Holy Grail is real-time information
about customer needs and
emotion … The value of passive
data collection is instant access to
transactions and conversations.
Representative of a global trade association for the market
research industry.



Case Study: Smart Wigs

Sony patented the Smart Wig.

A nest of sensors concealed underneath the hair.

Temperature-control.

Alert generated when the wig is lopsided.

Wig-to-wig communication.

Presentation wig. 



D. Children and IoT

Very easy for children to use IoT devices, especially where
a simple button or a voice command is used.

Is it appropriate for children to be monitored by sensors,
cameras and through microphones?

Do children have any understanding of what is happening
to their personal data?

Do parents really know which, and how many third-parties
will gain access to their children’s personal data?

What psychological impact will a monitoring environment
have on children’s play? Specifically, free play.



Case Study: Hello Barbie

World’s first ‘interactive doll’. Based on voice recognition
technology.

 Barbie uses A.I. to analyse speech patterns and learn from
previous conversations.

 Conversations sent to 3rd-parties. ToyTalk is A.I. NLP 3rd-party.

 ‘You’re my best friend, I can tell you anything.’ Barbie uses
machine learning to advise children. Advised one young girl to
be a ‘dancing politician’.

 Conversations encrypted and sent over the Internet.

 Parents can share recordings of their children on social media.



Case Study: Hello Barbie

Your child is playing with a robot, not a toy.

Barbie is very inquisitive. She asks a lot of questions
about children’s preferences that would be marketing
gold for 3rd-parties.

Risk that an A.I. machine is influencing and educating
children.

ToyTalk retain and analyse the conversations of children
with the doll and transfer them to further 3rd-parties.

Technology can easily be hacked and taken over by malign
3rd-parties. Matt Jakubowski case.



“Kids using ‘Hello Barbie’ aren’t only talking to a doll, 
they are talking directly to a toy conglomerate whose 

only interest in them is financial. It’s creepy – and 
creates a host of dangers for children and families.”

Susan Linn, executive director of the Campaign for a Commercial-Free 
Childhood. 



Case Study: Cloud Pets & My Friend Cayla

Smart Teddy: 2.1 million conversations between parents
and children hacked and Cloud Pets held to ransom.

Data ended up going for auction on the Internet
underground.

My Friend Cayla: German authorities ordered parents to
destroy the doll when it became evident that hackers
could take control of the toy and speak directly to
children.

Any blue-tooth enabled device could connect with the
doll from 30ft and listen in on conversations.



E. Cyber-Security and IoT

Vast attack surface. Ordinarily you try to narrow
your attack surface.

IoT’s technical foundation – persistent and
widespread data collection – makes it inherently
attractive to malicious actors.

Highly sensitive data could be threatened.

Out-of-the box security settings are not reliable.

Weaponisation of IoT devices.



Case Study: Zombie Army Attack

In 2016, a distributed denial of device
Attack, or DDOS, turned millions of
unsecured IoT devices, including Smart
Kettles and web cams, into slaves, or
Botnets, and bombarded many well-
known websites with queries, causing
them to crash. The CNN and Twitter sites,
for example, were offline due to this
zombie army attack.



F. Choice and Meaningful Consent
Lack of dumb products – everything will be

connected, with a sensor or camera.

Erosion of choice as regards opting out of
continual data gathering.

Informed consent is a challenge: IoT devices
typically use a ‘fire and forget it’ approach to
obtaining consent.

IoT devices lack screens and interfaces: hard to
change privacy settings.

Vague privacy policies: many companies are not
even sure of how they will process the data in
the future.



4. Smart Cities



What are Smart Cities?

A Smart city is an urban area that uses
different types of electronic IoT sensors
to collect data and then use insights gained
from that data to manage resources and
services efficiently.

The data is analyzed to monitor and manage
traffic and transportation systems, power
plants, utilities, water supply
networks, waste management, crime
detection, information systems, schools,
libraries, hospitals, and other community
services.



Smart Cities: Benefits
Street censors 

reducing 
collisions.

Heated paths 
that melt 

snow.

Predictive 
policing.

Accurate 
traffic 

management.

Intelligent 
urban 

planning.

Targeted 
emergency 

services.



Privacy Dimension
How to achieve transparency? What are all the

intended purposes of my personal data?

Do controllers even know what all the
potential purposes are?

Where consent is required for processing, how
will it be obtained?

The public good is over-riding the personal
dimension of data.

Will centralised data storage create Big
Brother-type authorities?



Smart City: Solutions

Independent State data governance bodies.

Civic digital trust proposed in Toronto to
oversee data processing.

Public-personal partnership.

Residents would form citizen assemblies to
deliberate on allowable public benefit uses
of city data.



5. Legal Perspective

Article 40.3 of the Irish Constitution:

Bodily integrity.

Right to privacy generally.

Article 40.5 of the Irish Constitution:

Inviolability of the dwelling

US Supreme Court: Kyllo v US, 2001: ‘A man’s home is his castle.’

Arizona and Washington State also protect the home in law.



6. Strategies and Solutions: Privacy in a 
Connected World



Greater User Control

Build in easy-to-use ‘Do not collect’ 
switches.

Standard use of wake and sleep words, such 
as ‘Alexa.’

Devices should indicate when they are 
monitoring people.

Suggestion of beeps and lights activating.



Selective Sharing: IoT and Social Media

Interface between IoT and social media.

Selective sharing settings are essential to ensure
that only certain people can access the data on
your device.

Requires privacy dashboards.

For example, only your gym instructor gets to see
the data on your fitness device.

Privacy by default and design is required.



Notifications

Granular 
notifications 

over time 
depending 

on what 
device 

features are 
being used.

Layered

Context-
specific 

alerts such 
as noting 

that data is 
about to be 
shared with 
a group of 

users, or in a 
visitor 

context.

Context-
Dependent

Regular 
reminders 
about data 

collection so 
the user can 
cancel or re-

affirm. 

Periodic

Appear in 
real time 

just as data 
collection is 

about to 
take place.

Just-in-Time



Further Research

The Internet of Things Privacy Forum:
https://www.iotprivacyforum.org/

Clearly Opaque: Privacy Risks of the
Internet of Things

https://www.iotprivacyforum.org/wp-
content/uploads/2018/06/Clearly-Opaque-
Privacy-Risks-of-the-Internet-of-
Things.pdf?d8bd54&d8bd54

https://www.iotprivacyforum.org/
https://www.iotprivacyforum.org/wp-content/uploads/2018/06/Clearly-Opaque-Privacy-Risks-of-the-Internet-of-Things.pdf?d8bd54&d8bd54



